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 The research aims to understand the concept of cybersecurity auditing, the most 

important future skills required for internal auditors in the field of cybersecurity auditing, 

the main roles of internal auditing in this field, the most important steps taken by internal 

auditors to conduct a cybersecurity audit, the main areas on which internal cybersecurity 

auditing should focus, and an explanation of the role of internal auditing in cybersecurity 

governance. 

To achieve the research objectives, the researchers used a deductive approach to study and 

analyze, utilizing periodicals, books, and websites that address the research topic, 

particularly in relation to the following areas: cybersecurity auditing, the main roles of 

internal auditing in the field of cybersecurity, future skill requirements, the Institute of 

Internal Auditors' (IIA) cybersecurity Topical requirements, and the use of these three lines 

of defense against cybersecurity risks. 

The research reached a set of conclusions, the most important of which are: 

1. Integrating cybersecurity risks into audit plans, rather than isolating them from other audit 

activities. This ensures the continued effectiveness of audit operations in the face of rapidly 

evolving threats. 

2. It is important for internal audit units to understand the purpose of the objective 

requirements for cybersecurity and their relationship to the International Professional 

Practices Framework and global internal auditing standards. A comprehensive and accurate 

understanding of these requirements will help internal audit units adhere to the Institute of 

Internal Auditors (IIA) standards while ensuring cybersecurity practices. 

Based on the research findings, proposals were made that are consistent with these findings, 

the most important of which are: 

1. Entities involved in the internal audit profession should hold specialized seminars and 

workshops to introduce the concept and dimensions of cybersecurity auditing, the steps 

internal auditors take to conduct cybersecurity audits, the key areas of focus for 

cybersecurity audits, and the role of internal auditing in cybersecurity governance. 

2. Support internal auditors in improving the future technical and non-technical skill 

requirements for internal auditors in the field of cybersecurity auditing through continuous 

learning and professional development, to provide the skills and knowledge necessary to 

conduct effective cybersecurity audits. 
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Introduction  

Cyber threats represent a pressing issue faced by any 

organization anywhere in the world, due to the 

increasing reliance on computer systems, 

infrastructure, the Internet, social media, and 

technological innovation. The global cybersecurity 

ecosystem has evolved radically, and its protection has 

become a complex matter, largely because 

cybercriminals’ attacks are developing at a faster pace 

than security solutions. 

In our interconnected world, cybersecurity is a primary 

responsibility shared by the board of directors and all 

organizational employees, including administrators and 

staff. The changes and improvements that accompany 

new technologies and innovations—and their adoption 

by organizations—have become more complex than the 

development of auditing and oversight, limiting their 

ability to provide cybersecurity assurances. Therefore, 

the increasing complexity of cybersecurity and its 

technologies is a major concern for organizations, as 

many have not significantly changed their oversight 

approaches. 

Internal auditors play a vital role in raising 

cybersecurity awareness within organizations by 

leveraging their expertise in risk assessment, 

governance frameworks, and regulatory compliance. 

They can support organizations in making 

improvements and work alongside certified 

cybersecurity consulting firms to reduce cyber threats 

and protect critical assets. By adhering to key risk and 

governance standards and collaborating among 

themselves, they can help ensure organizations adopt 

effective cybersecurity practices amid an ever-evolving 

threat environment. 

Cybersecurity auditing plays a multifaceted and critical 

role. By bridging the gap between auditing and 

cybersecurity, assessing cyber risks, ensuring 

compliance, facilitating effective communication, 

promoting a culture of continuous improvement, 

embracing technological advances, strengthening 

cybersecurity training, and preparing comprehensive 

incident response plans, internal cybersecurity auditing 

can significantly enhance an organization’s 

cybersecurity posture. 

Cybersecurity audits enable organizations to take a 

proactive approach to improve their security posture 

and remain protected against cyber threats. 

Internal auditing plays a vital role in promoting 

institutional innovation and developing a change-

oriented mindset. To effectively fulfill this role, the 

internal audit function must shift from its traditional 

focus on retrospective analysis and control testing to a 

more consultative, forward-looking approach 

supported by professional and academic research, 

benchmarking, advanced data analytics, and business 

process analysis methodologies. 

The objective requirements of cybersecurity provide a 

foundational approach for internal audit functions when 

assessing cybersecurity as an audit subject or 

identifying it as a risk within other audit processes. 

Among the other key requirements are the clear 

definition of roles and responsibilities within the 

organization concerning strategic cybersecurity goals, 

ensuring a robust and up-to-date risk management 

approach to address recurring cyber risks, and 

confirming that management establishes an effective 

internal control environment. 

Research Problem 

The primary research problem is encapsulated in the 

following main question: 

Can internal auditing conduct cybersecurity audits? 

This question branches into the following sub-

questions: 

1.How can internal auditing support effective 

management of cybersecurity risks? 

2.What future skills are required for internal auditors in 

the field of cybersecurity auditing? 

3.What are the main roles of internal auditing in the 

field of cybersecurity? 

4.What steps does the internal auditor take to conduct a 

cybersecurity audit?  

5.What are the key areas internal cybersecurity auditing 

should focus on? 

6.As a third line of defense, what steps can internal 

auditing take against cybersecurity risks? 

Research Significance 

The significance of the research stems from the critical 

role of cybersecurity in protecting organizational assets 

and information from cyber threats. Managing and 

assessing cybersecurity risks has become increasingly 

important as organizations become more dependent on 

technology. To mitigate or entirely avoid potential 

attacks, cybersecurity risks must be identified, 

assessed, and prioritized. 

Organizations operate in a dynamic and ever-changing 

environment and are exposed to a variety of risks, most 

notably cybersecurity. Internal auditors, through their 

diverse roles, can contribute to reducing breaches in 

information systems. 

This research serves as a call to boards of directors, 

internal audit, and risk management to recognize 

cybersecurity threats and the importance of auditing 

them as organizational threats. It also emphasizes the 

necessity for collaboration among them as partners in 

managing the organization's risks and challenges. 

However, available studies addressing the relationship 

between internal auditing and cybersecurity around the 

world are limited. Therefore, this study is a novel effort 

that has not been sufficiently addressed previously. 

Hence, this research aims to enrich the body of 

knowledge regarding internal auditing of cybersecurity. 
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Research Objectives 

This study aims to achieve the following objectives: 

Define the concept of cybersecurity auditing and its 

dimensions. 

Identify the most important future skills required for 

internal auditors in the field of cybersecurity auditing. 

Identify the main roles of internal auditing in the field 

of cybersecurity. 

Define the key steps an internal auditor takes to conduct 

a cybersecurity audit and the core areas that internal 

cybersecurity auditing should focus on. 

Explain the role of internal auditing in cybersecurity 

governance. 

As a third line of defense, identify the primary steps 

internal auditing can take against cybersecurity risks. 

Research Hypotheses 

Internal auditing can effectively support cybersecurity 

risk management. 

Internal audit units work on providing the future skills 

required for internal auditors in the field of 

cybersecurity auditing. 

An internal audit work program can be developed that 

includes the steps taken by internal auditors to conduct 

cybersecurity audits and the key areas they should focus 

on. 

The three lines of defense can be used against 

cybersecurity risks as a fundamental means to establish 

and organize roles, responsibilities, accountability, 

decision-making, risk management, and control to 

achieve effective governance risk management and 

assurance. 

Research Methodology 

The research adopts a deductive methodology in study 

and analysis by utilizing journals, books, and websites 

that discuss the research topic, particularly in the 

following areas: 

The concept and dimensions of cybersecurity 

Cybersecurity auditing 

Future skill requirements for internal auditors in 

cybersecurity auditing 

The main roles of internal auditing in cybersecurity 

Key areas internal auditing should focus on in 

cybersecurity 

The role of internal auditing in cybersecurity 

governance 

Accordingly, the study is divided as follows: 

Chapter One: Cybersecurity Auditing and Its 

Dimensions 

Chapter Two: Future Skill Requirements for Internal 

Auditors in Cybersecurity Auditing 

Chapter Three: Cybersecurity and the Role of Internal 

Auditing 

Chapter One: Cybersecurity Auditing and Its 

Dimensions 

Cybersecurity is the process of protecting computer 

systems and networks from unauthorized access, use, 

disclosure, disruption, modification, or destruction. It 

involves a set of technologies, policies, and procedures 

aimed at securing data and systems from cyber threats. 

Cybersecurity is essential for maintaining the 

confidentiality, integrity, and availability of 

information, especially in a time when organizations 

rely heavily on digital technology. This means that 

cybersecurity is the strategy, processes, and controls 

used to protect systems, networks, programs, devices, 

and data from cyberattacks. 

1. The Importance of Cybersecurity 

Cybersecurity has become a vital necessity in the 

contemporary digital age. With the widespread 

adoption of digital technologies in all aspects of life, 

cybersecurity has become indispensable. Organizations 

and individuals depend on digital systems for 

communication, work, and personal matters. 

Consequently, any threat to these systems can have 

serious consequences, including financial losses, 

damage to reputation, and threats to national security. 

Therefore, cybersecurity aims to ensure the safety and 

security of information and systems against cyber 

threats. 

2. Cybersecurity Objectives 

Cybersecurity seeks to achieve several goals to ensure 

the protection of digital systems and data. These goals 

include: 

Protecting data from unauthorized access or 

manipulation. 

Ensuring the availability of systems and services at all 

times. 

Maintaining the confidentiality and integrity of 

sensitive information. 

Protecting against cyberattacks and identifying them 

quickly. 

Minimizing the damage resulting from cyberattacks. 

Ensuring compliance with laws and regulations related 

to data protection. 

3. Types of Cybersecurity 

Cybersecurity encompasses various types that cover 

different aspects of information and system protection, 

including: 

Network Security: Protects communication networks 

from unauthorized access or attacks. 

Information Security: Focuses on protecting data and 

ensuring its confidentiality, integrity, and availability. 

Application Security: Secures software applications 

from vulnerabilities and attacks. 

Operational Security: Involves managing and 

protecting the processes and procedures that control 

data and systems. 

Disaster Recovery and Business Continuity: Ensures 

the continuity of operations in the event of a 

cyberattack or data loss. 

User Security: Emphasizes educating users on how to 

deal safely with digital systems and avoid risks. 

https://doi.org/10.69513/jdifas.v1.i0.a2
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Cloud Security: Protects data stored in cloud computing 

systems. 

4. The Concept of Cybersecurity Auditing 

Cybersecurity auditing is a systematic and 

comprehensive process aimed at evaluating and 

verifying the organization's security practices and 

policies to ensure they align with recognized standards 

and best practices. This audit involves reviewing and 

analyzing security systems, policies, and procedures, in 

addition to conducting penetration tests and security 

reviews. The goal of cybersecurity auditing is to 

identify potential vulnerabilities and risks and provide 

recommendations to enhance the organization’s 

security. 

5. The Importance of Cybersecurity Auditing 

Cybersecurity auditing is essential for ensuring the 

safety of digital systems and maintaining trust among 

stakeholders. The importance of cybersecurity auditing 

lies in the following: 

Identifying Security Gaps: Helps discover weaknesses 

in current security systems. 

Ensuring Compliance: Ensures compliance with 

cybersecurity laws and standards. 

Improving Security: Provides recommendations to 

strengthen protection and enhance security practices. 

Reducing Risks: Helps reduce exposure to cyberattacks 

and minimize damage. 

Raising Awareness: Increases awareness among 

employees about cybersecurity risks and how to avoid 

them. 

6. Cybersecurity Auditing Stages 

Cybersecurity auditing goes through several main 

stages, including: 

Planning: Determining the scope of the audit, 

identifying objectives, and selecting the appropriate 

tools and methods. 

Data Collection: Gathering information about systems, 

applications, and existing security policies. 

Analysis and Evaluation: Evaluating the current 

security situation, identifying weaknesses and potential 

risks. 

Reporting: Preparing a detailed report that includes 

findings and recommendations. 

Follow-Up: Ensuring that the recommended 

improvements are implemented and verifying their 

effectiveness. 

7. The Role of Internal Audit in Cybersecurity 

Internal audit plays a vital role in supporting 

cybersecurity within organizations. Its role includes: 

Assessing Risk: Evaluating cyber risks and identifying 

the organization's exposure to them. 

Evaluating Controls: Reviewing the effectiveness of 

technical and administrative security controls. 

Providing Recommendations: Offering advice and 

recommendations to enhance security. 

Monitoring Compliance: Ensuring the organization 

complies with cybersecurity policies and laws. 

Training and Awareness: Contributing to increasing 

employees’ awareness of cybersecurity risks. 

8. Challenges Facing Cybersecurity Auditing 

Despite its importance, cybersecurity auditing faces 

several challenges, including: 

Rapid Technological Development: Constant evolution 

of technologies makes it difficult to keep up with 

threats. 

Shortage of Specialized Skills: Lack of experienced 

professionals in cybersecurity auditing. 

Complexity of Systems: Increasing complexity of 

systems and networks complicates the audit process. 

Resistance to Change: Organizations’ reluctance to 

implement necessary improvements. 

Cost: High cost of implementing cybersecurity audit 

recommendations. 

9. Cybersecurity Auditing Standards 

Several international standards are used to guide 

cybersecurity auditing, including: 

ISO/IEC 27001: Specifies requirements for information 

security management systems. 

NIST Cybersecurity Framework: Provides a 

comprehensive framework for managing cybersecurity 

risks. 

COBIT Framework: Helps manage IT risks and ensures 

alignment between IT and business goals. 

PCI DSS Standard: Ensures secure handling of credit 

card information. 

Conclusions and Recommendations 

Conclusions 

Internal auditing for cybersecurity is an in-depth review 

of an organization’s security procedures and is a key 

element in a comprehensive risk management strategy. 

When properly conducted, cybersecurity audits should 

reveal all cybersecurity risks within the organization 

and detail the policies, procedures, and controls 

implemented to effectively manage those risks. 

The importance of managing and assessing 

cybersecurity risks is growing as companies become 

more reliant on technology. To mitigate or avoid the 

impact of potential attacks and protect the company's 

assets and information, cybersecurity risks must be 

identified, assessed, and prioritized. Internal auditing 

can play a significant role in this process. 

Cybersecurity risks should be integrated into audit 

plans rather than isolated from other auditing activities. 

This ensures the continued effectiveness of audit 

operations in the face of rapidly evolving threats. 

Internal auditors are encouraged to work closely with 

their counterparts in the information security field to 

achieve objectives, share knowledge, and conduct a 

comprehensive assessment of cybersecurity controls. 

Internal audit units understand the objective 

requirements of cybersecurity and their relationship to 
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the International Professional Practices Framework and 

global internal audit standards. A comprehensive and 

accurate understanding of these requirements will help 

internal audit units comply with the standards of the 

Institute of Internal Auditors (IIA) while ensuring 

cybersecurity practices. 

Internal auditors should apply a consistent 

methodology in cybersecurity audit processes. This 

highlights the need for auditors to develop a 

comprehensive understanding of the cybersecurity 

environment, including potential threats, 

vulnerabilities, and the impact of cyber incidents on 

organizational operations. This will serve as the 

foundation for cybersecurity audit processes. 

As the audit landscape evolves due to technological 

advancements, changing regulatory environments, and 

cybersecurity risks, the skills and competencies 

required of the next generation of auditors are 

undergoing a fundamental transformation. Future 

auditors will possess a combination of traditional 

auditing expertise and advanced technical knowledge to 

handle the complexities of modern auditing practices. 

The core skills and competencies identified will enable 

auditors to meet the demands of the future auditing 

environment, including cybersecurity auditing, and add 

value to their organizations. 

Recommendations 

Entities concerned with the internal audit profession 

should hold specialized seminars and workshops to 

introduce the concept and dimensions of cybersecurity 

auditing, guide stakeholders on the key roles of internal 

auditing in cybersecurity, outline the steps internal 

auditors take in conducting cybersecurity audits, and 

identify the main areas of focus and the role of internal 

auditing in cybersecurity governance. 

Entities involved in internal auditing should assign 

internal audit units to develop a work program for 

evaluation and auditing that addresses aspects related to 

cybersecurity auditing within the organization, defines 

key objectives, scope of work, and the necessary 

procedures to achieve those objectives. 

Support internal auditors in improving the future 

technical and non-technical skill requirements for 

cybersecurity auditing through continuous learning and 

professional development, in order to provide the 

necessary skills and knowledge for effective 

cybersecurity audits. 

Organizations and professional institutes specializing 

in internal auditing should develop and update their 

training and academic curricula by issuing new 

guidelines and standards to enable internal auditors to 

perform the new tasks required by technologies such as 

cybersecurity and emphasize the importance of auditing 

it. 

Internal auditing is an independent service responsible 

for providing independent reports and opinions. 

Accordingly, top management is responsible for 

ensuring the integrity and independence of the internal 

auditor within the organization (32). 

Internal auditing plays a critical role in enhancing the 

organization's ability to serve the public interest. While 

the core function of internal auditing is to strengthen 

governance, risk management, and control processes, 

its impact extends beyond the organization. Internal 

auditing contributes to the overall stability and 

sustainability of the organization by providing 

assurance on operational efficiency, reliability of 

reporting, compliance with laws and regulations, asset 

protection, and ethical culture. This, in turn, enhances 

public confidence in the organization and the broader 

systems to which it belongs (12). 

Internal auditing is conducted by professionals with a 

deep understanding of the organization's culture, 

systems, and processes. It ensures the efficiency of the 

organization’s controls to mitigate its risks, the 

effectiveness of governance operations, and the 

achievement of organizational objectives. This includes 

evaluating emerging technologies, analyzing 

opportunities, assessing risks, controls, ethics, quality, 

economy, and efficiency, ensuring adequate controls to 

reduce risks, and clearly and accurately communicating 

information and conclusions. These diverse 

responsibilities give internal auditors a broad 

perspective of the organization and make the internal 

audit function a valuable resource for boards and senior 

management (25). 

This means that internal auditing enhances the 

organization’s ability to create, protect, and sustain 

value by providing the board and management with 

independent, risk-based, and objective assurance, 

advice, insight, and foresight. 

In the digital age, the role of internal auditing is rapidly 

evolving, with cybersecurity being one of the main 

drivers of this transformation. As organizations 

increasingly rely on digital infrastructure and data, the 

risks associated with cyber threats have become a major 

concern. Cybersecurity has been placed at the forefront 

of internal audit functions, prompting a restructuring of 

its strategies, methodologies, and skill requirements. 

Cyber threats are no longer a distant possibility but a 

real and growing danger. From ransomware attacks that 

can disrupt organizational operations to data breaches 

that can cause severe financial and reputational 

damage, the impact of cyber threats is far-reaching. 

This evolving risk landscape has necessitated a 

fundamental shift in the internal audit function. 

Auditors are now expected to ensure the effectiveness 

of cybersecurity controls and risk management 

strategies within the organization (33). 

As cybersecurity threats continue to evolve, the role of 

internal auditors has undergone a profound 

transformation. While they previously focused on 
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financial and operational risks, they now must navigate 

the complex world of cybersecurity. Protecting 

sensitive data, evaluating IT infrastructure, and 

ensuring compliance with ever-changing regulations 

are now fundamental elements of the modern internal 

audit function (19). 

In just a few years, cybersecurity has become one of the 

most critical risk management challenges facing almost 

every type of organization. The key question now is: Is 

the internal audit function keeping pace with this 

rapidly changing risk landscape? (24) 
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