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Abstract: 

The study of Intrusion Detection System (IDS) has become an important aspect of network 

security. As soon as the IDS detects a set of attacks it will generate many alerts referring to as 

security breaches. Snort IDS is an open source IDS which is suffer from flooding vulnerability 

if it will be used with fast network. To solve this problem, we suggest using several Snort 

sensors with one packet classifier. Each one of these sensors contains a part of the overall 

signatures. A packet classifier is built to distribute the flow over these Snort sensors, and to avoid 

spread of the same attack over more than one sensor and then avoid detection. The experimental 

results, on DARPA 1999 data set, have shown that the efficiency of Snort is enhanced by about 

30%. 

 

1.  Introduction 

An intrusion is an active sequence of related 

events that deliberately try to cause harm, such 

as rendering system unusable, accessing 

unauthorized information, or manipulating such 

information. There are two types of intrusion

 systems: 

 Intrusion Detection System (IDS),  and 

Intrusion Prevention System (IPS). IDS is 

simply trying to detect the unauthorized 

penetration by the intruder in the network. The 

basic process for the IDS is to passively 

collects data, Preprocesses and classifies them. 

There are two IDS types Host-based Intrusion-

Detection System (HIDS), Network-based 

Intrusion-Detection System (NIDS). IPS sits 
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inline on the network and monitors it. It takes 

action based on prescribed rules when an 

event occurs. 

IPS has different functionalities and strengths 

from the IDS. Also, IPS is considered as a 

blocking product (proactive) while the IDS, is 

considered as an alerting product (reactive) [1]. 

There  are  some  of  IDS  open  source  

softwares  (or  called  network sensors); like 

Advanced Intrusion Detection Environment 

(AIDE) [2], Open Source Host-based Intrusion 

Detection System (OSSEC) [3], Suricata which 

is the Host-based intrusion-detection and 

prevention system. [4], Prelude Hybrid IDS 

which is host-based and network-based IDS [5], 

Bro NIDS [6], and Snort is the network-based 

(IPS/IDS). Snort is combining the benefits of 

signature, protocol, and it is the most widely 

deployed IDS/IPS technology worldwide [7]. 

The main aim of this paper is to improve the 

Snort IDS sensor work by finding new 

methodology that will permit to process 

more packets than Snort in normal case. 

We  will  build  classifier  able  to  sniff  

packets  and  classify  them according  to  its  

protocols  using  suitable  packet  classification  

algorithm. 

These protocols  refer  to  different  TCP/IP  

layers  protocols. After  packet classifying  

according  to  its  protocols,  the  packets  will  

forwarding  to different Snort sensor nodes for 

processing. 

This paper is organized as follows. Section 2 

surveys the related works. 

Section 3 provides preliminaries about the 

proposed system like Snort IDS and packet 

classification. Section 4 proposes our system. 

The results and experiments are presented in 

section 5. Finally, Section 6 concludes this 

paper. 

2.  Related Work 

Several researchers tried to enhance the work of 

Snort which includes Snort rules, Snort 

components, content matching, compilation, 

distributed systems, parallel systems, and other 

fields. Wheeler P. et al. [8] approach proposes 

to use a distributed system where in which each 

node has the same rules. The packets are sent 

to each node using load balancer. Thus, each 

node will receive 1/N from original load, where 

N is the number of nodes. 

Kopek C. et al. [9] approach proposed that 

the packets are divided into fragments and 

forwarded to the array of processors. Each 

fragment could  process  independently  from  

other  fragments.  Match-bit  field  is assigned 

to each packet, which allows one processor to 

quickly indicate to other processors that a 

match-bit field has been found for a given 

packet. 

When a notification is received, the  

remaining processors can start inspecting 

another packet. 

Sanz-Bobi M. A. et al. [10] approach 
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proposes an intelligent system for automatic 

detection of intrusions in computer networks 

(Intrusion Detection System based on Artificial 

Intelligence IDSAI). Its architecture is based 

on multi-agent system in which several types of 

agents cooperate together to perform a fast and 

reliable detection of intrusions. 

Schuff D. L. et al. [11] approach bases on Snort 

2.6 version. It only executes multiple instance 

of original Snort in parallel and use load 

balancer that distributes task queues to 

dispatch traffic. After distributing tasks by 

load balancer, each processing thread does a 

job, such as decode, preprocess, and detect. 

Yoshioka  A. et al. [12] Approach  generates  

a hash value using  five protocol fields for 

each rule. The five protocol fields are source IP, 

destination IP, protocol type, source port, and 

destination port. Each hash value is stored in a 

single hash table. When a packet arrives, the 

same hash function is applied to the incoming 

packet and the hash value generated from the 

packet is used to search in the hash table for the 

matching rules. This approach searches for the 

matching rules multiple times against each 

packet to cover all possibilities. 

3.  Preliminaries 

This section provides an introduction about 

snort NIDS (Subsection 3.1) 

and packet classification which appears in 

Subsection 3.2. 

3.1 Snort as Intrusion Detection System 

Snort logically consists of five components. 

These components  work together to detect 

particular attacks and to generate output in a 

required format from the detection system 

[13]. The first component is the packet 

decoder which takes packets from network 

interface via the libpcap library, and 

determines which protocol is in use for a given 

packet. As a preprocessors plug-ins component, 

this component can be used with Snort to 

arrange or to modify data packets before the 

detection engine does some operation to find 

out if the packet is used by an intruder. 

The third component is the detection engine. 

The packets are sent to detection  engine  by  

the  decoder  and  preprocessor  plug-ins  

components. These packets are compared 

against the Snort rules; if a packet matches any 

rule, the output plug-ins will activate, 

otherwise, the packet will be dropped. The  

detection  plug-ins,  as  the  fourth  

component,  provides  additional detection 

functions on the packets. Finally, there are 

many outputs plug-ins used  by  Snort  to  save  

generated  output  (logs/alerts)  from  the  

previouscomponents. 

Several reasons encouraged us to select Snort 

NIDS. First, Snort is one of the more mature 

open source packages, which is free of 

charge. Second, there is an ability to program 

and reconfigure this software. Third, bugs for 

Snort  are  virtually  nonexistent  due  to  
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periodic  industry  maintains  and support. 

Fourth, the preprocessors arrange or modify 

the network data flow in real time to 

increase the chances of a signature noticing 

a malicious packet. Fifth, Snort is very 

flexible in the ways it can be used with 

network as a packet sniffer, packet logger, or as 

IDS. Finally, industry support where the Snort 

open source community keeps Snort signatures 

up to date in order to identify the new attacks. 

The NIDS can be evaded by flooding it 

using noise or dummy traffic. The flooding 

technique requires the NIDS to utilize valuable 

CPU and memory resources to analyze the 

dummy traffic. If the performance of the 

NIDS is not sufficient to handle the traffic 

generated by flooding, the actual intrusive  

activity  performed  by  the  intruder  may  be  

missed,  due  to  the excessive dummy traffic 

generated. Even if the real attack is detected, 

the NIDS response may be significantly delayed 

due to the exhaustion of CPU and memory 

resources on the NIDS [14]. In this paper, we 

will increase the efficiency of Snort IDS to 

avoid the flooding problem. 

3.2 Packet Classification 

Packet  classification  is  the  process  of  

categorizing  the  packets according to its 

header fields. This process is applied in the 

forwarding machine (like router) to identify the 

context of the packets and to perform important 

actions. 

The criteria for classifying packet is called 

rule R, and the set of finite rules R1, R2, …, 

Rn  contained in forwarding machine is called 

rule database or a classifier [15]. The fields of 

rule and packet header are related; for example,  

the  rules  that  implement  IPv4  consist  of  5  

fields  (source  IP address, destination IP 

address, protocol type, source port, and 

destination port). The incoming packet to 

router matches specific rule if the distinct 

fields in the packet match the corresponding 

filed in that rule [16]. 

In this paper, we have used a packet 

classification algorithm which uses hash tables. 

The reason for choosing hash table based 

algorithm is that we have a small number of 

rules; in addition, it has time complexity O(1). 

4.  Proposed System 

As  we  said  above,  the  main  idea  of  this  

paper  is  to  use  packet classification 

algorithm to enhance processing speed of Snort 

IDS. This is done by distribute the packet 

flow over a set of Snort sensors. Figure 1 

depicts the main components of the proposed 

system. The packet classifier online receives 

the packet flow and distributes the flow over 

snort sensors. These sensors monitor the flow 

for any suspicious activity and trigger an 

alert for every detected attack. The triggered 

alerts by these sensors will go to a central 

database which is monitored by the security 

analyst.
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Figure 1: main components of the proposed system. The packet classifier online receives the 

packets and distributes the flow over snort sensors. 

One critical point about the classifier is how to 

classify packets and guarantee that the packets 

of the same attack go to the same sensor. For 

this reason, we clustered the signatures by 

the type of protocol and distribute these  

signatures  over  Snort  sensors.  Every  Snort  

sensor  has  to  monitor partial set of the whole 

rules. 

Algorithm 1  demonstrates  the main  steps  of 

the  proposed  system.  It receives a real-time 

packet flow and produces a set of alerts. It 

composed of two  parts.  The first  part  (Lines  

2-6)  is  related  to  packet  classifier.  The 

classifier  decodes  every  packet  to  extract  

protocol  type.  According  to protocol type, the 

classifier forwards the packet to the suitable 

Snort sensor. The second part of the 

algorithm (Lines 7-10) demonstrates the 

work of every Snort sensor.

 

Algorithm  1:  Classification  for detection Input:  a  real-time sequence of  packets 

Output:  a  sequence of alerts 

Begin 

1. duplicate  network  traffic and  forward it to the   packet classifier; 

// Packet classifier 

2. foreach  packet PKT  received  do{ 

3.  P=protocol  type   extracted from  PKT  header; 

4.  using hash  table to find IP  address of  snort sensori    monitoring P; 
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5.  modify  PKT  header with  new destination IP  address; 

6.  forward  PKT  to snort sensori;} 

// Snort sensori;  it works  in parallel with  packet classifier 

7. foreach  PKT  received do{ 

8.  foreach  S  partial  signature seti    do  { 

9. if PKT  contains S then 

10. report alert;}} 

End 

 

5.  Results 

The experiments were implemented in 

academic CISCO lab at the University of 

Babylon under Linux operating system. Snort 

IDS software version 2.8.5.1 had been used in 

the experiments. The number of rules that we 

use are 3306 rules. In addition, we used 

DARPA datasets [17] to evaluate our system in 

real-time. We used this dataset to measure the 

load on CPU, RAM, and disk swapping for the 

Snort in a normal case and for the classifier that 

we built. 

The proposed system is divided into two stages, 

the first stage is concerned  with how to 

distribute Snort rules over some nodes,  and 

the second stage is concerned with how to test 

that system; these two stages are stated in the 

following two subsections, respectively. 

5.1 Snort Rules’ Distribution 

The DARPA 1999 [17] is an off-line dataset to 

evaluate the intrusions detection system. These 

dataset includes data for five weeks. Three 

weeks of 

training data with background traffic and 

labeled attacks and two weeks of test data with 

background traffic and unlabeled attacks. A rich 

variety of background traffic that looks as if it 

were initiated by hundreds of users on 

thousands of hosts is generated in the test bed. 

 Instead of using one Snort IDS sensor with 

complete rules, we used five  Snort  sensor  

nodes  with  partial  rule-set.  In  this  case,  we  

have  to distribute Snort rules in order to 

process the network traffic in parallel fashion. 

Table 1 shows the protocols distribution over 

the five sensor nodes, whereas Figure 2 show as 

the Snort rules distribution according to its 

protocols for system to sensor nodes. 
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Table 1: Rules distribution according to its protocols. 

Sensor nodei Monitored protocol(s) 

1 IP,UDP,ICMP 

2 HTTP 

3 SMTP, ORACLE 

4 FTP, NETBIOS, SQL,  MYSQL, EPMAP, 

MICROSOFT DS, SSH 

 

5 

TELNET, POP, TIME, IRC(CHAT), 

IDENT, FINGER, SNMP, IMAP, DNS, 

NNTP, Others Prot. 

 

In Figure 2, we show that the Node2 has the 

largest amount of Snort rules because of its 

protocol distribution in DARPA 1999 dataset. 

In spite of the fact that node2 has the most 

number of rules, these rules should be 

placed in one sensor for detection purposes. 

5.2 Resources Consumption Experiments 

We use the TCPREPLAY program for 

replaying the DARPA 1999 dataset. Because of 

the large size of inside.tcpdump file, it takes 

very long time in replaying. Thus, we replayed 

it with 10MB/Sec because this speed is 

considered as a suitable speed since it is not 

lost in packets or slowly in packets read, and 

the time required to replay inside.tcpdump 

file is about from 240 to 250 second. 

At same time we replayed the dataset, we had 

computed the load on the PC resources using 

ATOP benchmark software. We use ATOP 

program to calculate the consumption on the 

CPU, memory, and disk swapping on a Linux  

system.  By  applying  ATOP  command  line  

with  –C  option,  we computed the average 

CPU consumption for the Snort in normal 

case, and the classifier as shown in Figure 3.
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Figure 3: CPU usage for the classifiers compared with the Snort in normal case. 

 

In the Figure 3, we note that the classifier has 

less CPU consumption than the Snort IDS in 

normal case (Snort sensor that have the 

complete rule- set). It should be noted that 

Snort IDS in normal case suffered from 

flooding in the 290 second and became out of 

service. 

Figure  4  explains  the  CPU  consumption  on  

sensor  nodes  which belong to our system.

 

 

Figure 4: CPU consumption for the sensor nodes associated with our system. 

 

By ATOP command line with –M option, we 

computed the average memory consumption 

for the Snort in normal case, and  the 

classifier as shown in Figure 5.
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Figure 5: Memory usage for the classifier compared with the Snort in normal case 

 

By applying the ATOP command line with –D 

option, we computed the average disk swapping 

consumption for the Snort in normal case, and 

the classifier as shown in Figure 6.
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Table 2 explains the packets throughput by the Snort IDS in normal case compared  with the 

classifier with  different dataset  replay speed  as shown in Table 2. 

Table  2:  Average  number  of  packets  processed  by  the  classifiers compared with Snort in 

normal case 

No. Software Dataset file replaying 

speed 

Average number of 

packet processed 

 

1 

Snort in 

normal case 

10Mbps 418 

92Mbps 3731 

 

3 

 

Classifier 

10Mbps 4370 

92Mbps 9832 

 

6.  Conclusions 

Several researchers have worked on enhancing 

Snort IDS using different techniques. However, 

that process is a trade off between speed and 

detection accuracy. The aim of this paper is 

to improve efficiency of Snort IDS by 

distributing Snort rule-set over five Snort 

sensors and a classifier. We have concluded 

that the efficiency of the Snort IDS has been 

increased by about 30% after applying our 

system on DARPA 1999 dataset. A little 

increasing in  efficiency  is  expected  when  

applying  the  proposed  system  with  real 

packet flow. 
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تحسين أنظمة اكتشبف الهجىمبت ببستخذام البيئة المىزعة 

 

وسبم سمير بهيه  أنيس محسن هبدي . صفبء عبيس مهذي  د. د

كلية تكنىلىجيب الحبسببت  كلية تكنىلىجيب الحبسببت  كلية العلىم للبنبت 

 جبمعة بببل   جبمعة بببل   جبمعة بببل

 

 

حانًا ٌكشف َظاو الاخخشاقاث أي ْجٕو ، . أصبحج دساست أَظًت اكخشاف الاخخشاقاث يٍ انثٕابج انًًٓت فً أيٍُت انشبكاث 

 انًفخٕح انًصذس ْٕ احذ أَظًت Snortبشَايج . فأَّ ٌقٕو بخٕنٍذ يجًٕعت يٍ انخحزٌشاث انخً حشٍش انى ٔجٕد خشق أيًُ فً انشبكت 

نحم ْزِ انًشكهت ، َقخشح . اكخشاف الاخخشاقاث انًجاٍَت ٔنكُّ ٌعاًَ يٍ يشكهت انبطؤ َسبٍا ارا يا حى اسخخذايّ يع انشبكاث انسشٌعت 

كم َسخت يٍ ْزا انبشَايج ححخٕي عهى جضء يٍ انًجًٕعت انكهٍت نهٓجٕياث .  يع يصُف حضو Snortاسخخذاو عذة َسخ يٍ بشَايج 

 ٔكزنك نضًاٌ عذو اسسال انحضو Snortأيا دٔس يصُف انحضو فٕٓ حٕصٌع انحضو عهى انُسخ انًسخخذيت يٍ بشَايج . انًشاد يشاقبخٓا 

  DARPA 1999انُخائج انعًهٍت يع بٍاَاث .  ٔبانخانً حجُب الاكخشاف Snortانخاصت بٓجٕو ٔاحذ انى اكثش يٍ َسخت يٍ بشَايج 

% . 30 قذ ححسُج بُسبت Snortبٍُج اٌ كفاءة انبشَايج 

 


